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Ransomware-as-a-Service (RaaS)

Introduction

Across the years, the diffusion of darknets has created new illegal business
models. Along with classic illegal goods such as drugs and payment card
data other services appeared in the criminal underground, including hacking
services and malware development. New platforms allows crooks without any
technical skills to create their own ransomware and spread it.

A ransomware is a malicious code that infects the victims’ machines and
blocks or encrypts their files, requesting the payment of a ransom. When a
ransomware is installed on a victim machine, it search for and targets
sensitive files and data, including financial data, databases and personal files.
Ransomware are developed to make unusable the victim’ machine, the user
has only two options: pay the ransom without having the guarantee of getting
back the original files or format the PC disconnecting it from the Internet.

Ransomware history

The first ransomware was born in 1989, when 20000 floppy disks were
dispatched as “AIDS Information-introductory Diskettes” and after 90 reboots,
the software hid directories and encrypted the names of files on the
customer’s computer, claiming a ransom of $189. The payment had to be
done depositing the request amount at a post office box in Panama.

After many years, in May 2005, GpCode, TROJ.RANSOM.A, Archiveus,
Krotten and others appeared and in the threat landscape-

With the advent of the new anonymous payment method, such as Bitcoin, at
the end of 2008, the ransomware has adopted mew payment methods.

Many ransomware families such as CryptoLocker, TeslaCrypt and Locky
compromised an impressive number of systems worldwide, but the
WannaCry Ransomware Attack is currently considered the most devastating
cyber-attacks.

In a few hours after the discovery, the malware was able to infect more then
230k machines exploiting a vulnerability in the SMB protocol. Despite its
unexpected worm-like behavior, WannaCry continued to encrypt the user files
using the classic methods but asked a payment of 3009$.
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The samples related to the last ten years attacks, could be grouped in two
different categories:

e Locker-ransomware: is a ransomware that locks users out of their
devices

e Crypto-ransomware: is a ransomware that encrypts files, directories and
hard drives

The first type was used between 2008 and 2011. It was discarded because it
was quite simple to eliminate the infection without paying the ransom. In fact,
the locker-ransomware has the weakness to show a window that deny the
access to the computer, but the ransomware lock was easy to bypass.

The second type hasn'’t got this problem because crypto-malware hits directly
the users files, let free the usage of system to the victim. Obviously, the user
can’t access to the information contained into the crypted files.

Then, the next ransomware uses the same crypting approach of the second
ones, but they involve a combination of advanced distribution efforts and
development techniques used to ensure evasion and anti-analysis, as Locky
and WannaCry attest.

Obviously, the creation of a ransomware needs specific and advanced skills,
but the great interest of criminal organization in the extortion model
implemented by this kind of malware pushed the creation of new services that
allows crooks to create their ransomware without having specific knowledge.
Welcome to the Ransomware-as-a-Service (RaaS) business model.

Ransomware-as-a-Service

The raise of the RaaS business model is giving wannabe criminals an
extremely easy way to launch a cyber-extortion campaign without having
technical expertise, and it the root cause for flooding the market with new
ransomware strains.

Ransomware-as-a-Service is a profitable model for both malware sellers and
their customers. Malware sellers, using this approach, can acquire new
infection vectors and could potentially reach new victims that they aren’t able
to reach through conventional approach, such as email spamming or
compromised website. RaaS customers can obtain in easy way a ransomware
via RaaS portals, just by configuring a few features and distributing the
malware to unwitting victims.
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Obviously, RaaS platforms can’t be found on the clearnet, so they are hidden
into the dark side of Internet, the Dark Web.

Surfing the dark web, through unconventional search engines, you can find
several websites that offer RaaS. Each ones provides different features for their
ransomware allowing users to select the file extensions considered by the
crypting phase, the ransom demanded to the victim and other technical
functionality that the malware will implement.

Furthermore, beyond the usage of RaaS platforms, the purchase of custom
malicious software can be done through crime forums or websites where you
can hire a hacker for the creation of your personal malware. Historically, this
commerce has always existed, but it was specialized into cyber attacks, like
espionage, hack of accounts and website defacement. Only when hackers
understood it could be profitable, they started to provide this specific service.

The supply of this type of service is offered substantially in two ways: hiring
someone to write a malware with the requirements defined by the customer or
using a Ransomware-as-a-Service platform.

Raasberry

RaaSberry provides customized ransomware packages that are ready to be
distributes. The packages are pre-compiled with a Bitcoin address provided by
the customers, and the platform creators do not receive any form of payment
from your victims.

Once the ransomware is executed on your victim's computer, it will encrypt
every file type that was specified when you created it. It examines all local
drives and mapped network drives, and encrypts the files with a unique 265-bit
AES key that is generated on-the-fly. The AES key is then encrypted using your
unique RSA key and uploaded.

Upon completion, the desktop wallpaper will be changed to an image with
instructions for paying the ransom. A text file is also created in each folder
where there are encrypted files with instructions. The instructions are available
in English, Spanish, Mandarin, Hindi, Arabic, Portuguese, Russian, Japanese,
German, Italian, Vietnamese, Korean, French, Tamil, and Punjabi.
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After the victim has paid, the AES key is provided back to the program to allow
decryption. Many ransomware programs require the victim to download a
separate decryptor, but RaaSberry has built-in decryption once the C&C server
provides the AES key. If you are not subscribed to the C&C service, you can
still provide decryption service via email by manually decrypting the victim's
AES key. In this website there are several sections: About, Login, Register and
Support. In the About section is described how you can create your personal
ransomware.

s @ D raasbrrypa Jcy.onion ¢ |[Q sea a

m

& RaaSberry v1.3.0- Ransomware as a Service

About RaaSberry

ind we do not receive any form of payment from your victims.
Support

In the user’'s personal section are available a set of statistics about the
ransomware campaign, keeping track of number of infections, number of
paying people and the relative monetary earning.

Dashboard

Wallet Balance Total Packages Total Infections

$0.00 0 0

In this dashboard, you can purchase new packages that include, for each plan,
the same ransomware but a different subscription time to Command and
Control. As shown in the following figure, there are several plans:

e Plastic: One-month C&C subscription - $60
e Bronze: Three-month C&C subscription - $150
e Silver: Six-month C&C subscription - $250
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e Gold: One-year C&C subscription - $400
e Platinum: Three years C&C subscription - $650

New Package

Plastic « One Month C&C

« 250kb Unique EXE - Combo Encrypter/Decrypter
* Compatible with Windows XP to Windows 10

« You receive 100% of the ransom paid by the victims Need 0.00566489 BTC
« Supports Delayed Start, Mutex, and Task Manager Disabler

« Ransomware still works if you don't continue your C&C subscription
+ Free support with active C&C subscription

Bronze « Three Month C&C Subscription

« 250kb Unigue EXE - Combo Encrypter/Decrypter
* Compatible with Windows XP to Windows 10

« You recéiva 100% of tharansom paid by the victims Need 0.01416222 BTC
« Supports Delayed Start, Mutex, and Task Manager Disabler

« Ransomware still works if you don't continue your C&C subscription
« Free support with active C&C subscription

Silver » Six Month C&C Subscription

+ 250kb Unique EXE - Combo Encrypter/Decrypter
+ Compatible with Windows XP to Windows 10

« You receive 100% of the ransom paid by the victims Need 0.02360370 BTC
+ Supports Delayed Start, Mutex, and Task Manager Disabler

« Ransomware still works if you don't continue your C&C subscription
» Free support with active C&C subscription

Gold » One Year C&C Subscription

+ 250kb Unigue EXE - Combo Encrypier/Decryprer
+ Compatible with Windows XP to Windows 10

« You receive 100% of the ransom paid by the victims Need 0.03776592 BTC
+ Supports Delayed Start, Mutex, and Task Manager Disabler

+ Ransemware stil warks if you don't confinue your C&C subscription
+ Free support with active C&C subscription

Platinum » Three Year C&C Subscription

« 250kb Unique EXE - Comba Encrypter/Decrypter
« Compatible with Windows XP to Windows 10

« You receive 100% of the ransom paid by the victims Need 0.06136962 BTC
« Supports Delayed Start, Mulex, and Task Manager Disabler

« Ransomware still works if you don't continue your C&C subscription
« Free support with active C&C subscription

Once the users registered to platform and purchase new package, the
platform assigns them a personal bitcoin address and they can control
statistics about the ransomware campaign and check their earning.
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Wallet

0.00000000 BTC $0.00 USD

Current Exchange Rate: 1 BTC = $10591.56 USD

Your Deposit Address:
1159zu5HPRoB9N7U93agPMHKT]j7hUB3Pcn

Address to withdraw furids Amount ta withdraw 2

Furthermore, you can ask for assistance to the creator of this platform,
sending an ad hoc email.

Ranion

Another platform that offers a similar service is Ranion. The novelty is that the
Ranion team declares that the C&C of their “Fully UnDetectable’ransomware
is established in the Darknet. This site is continuously updated by their
operators.
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RANI@N - Better & Cheapest FUD Ransomware + Darknet C&C + NO Fees

BUY - FAQ - REVIEWS - SCREENS - CONTACT

We provide an already configured and compiled FUD R. e + Decrypter
We are the only that provide a FREE Anonymous C&C Dashboard via Onion to manage your Clients
We also provide additional FREE Customizations and take NO FEES from your Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only resp ble for your
Our Products/Services are sold with NO WARRANTY and AS ARE.

ETTY ek

ranionjgotScud3p.onion

Version: 1.08

—=NEWS =

Qo

On their website, Ranion team shows an example of C&C dashboard. In the
next figure, we can observe the subscription time and when it expires and
also the infected machines classified by Computer ID, username of the victim,
operation system, IP Address, date of infection, number of encrypted files and
the relative encryption key.

Better & Cheapest FUD Ransomware + C&C on Darknet + NO Fees

C&C DASHBOARD v1.06 - YOUR SUBSCRIPTION WILL EXPIRE ON: 2017-12-31

[+] CLIENTS [6] ::
Computer ID Username os IP Address Date Files Enorypted AES Key

KLV*Zs I 434H.

WIN-8KILEIGAMCT Administrator ‘Windows 8 1092912312 2017-05-10 16346 F%m = ,‘
LAB-DHVNAS1HFIS Lab.user Windows 7 Professional 21012212423 2017-05-11 6786 gwg(;
WIN-83HFIALCKAT johndoa Windows 7 Home Edition 111.109.122.132 2017-05-11 7211 k}% EEHGHR"’?EV
[NNHSDNSHDUIY38297183N8SDIHUIY((NYISHUIHIHD

WIN-PPOJFE24BCN user0128 Windows Server 2008 431236454 2017-05-11 5830 S r— B
— o Wious 7Home Edion saumm  msis s ETOHONFHOONCHEIIOINpOT 22 eRg N
PC-MMNQIILIHFNY elisabeth Windows 10 56.312.55.12 2017-05-13 4718 ? :_WDGSHGWZWDJH_R PES

In this dashboard, users can purchase new packages that include, for each
plan, the same ransomware but a different subscription time to the Command
and Control. As shown in the next figure, there are two plans in which the
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ransomware is the same, but there is a different subscription time to the C&C
dashboard, and with, obviously, different prices.

-= CHOOSE YOUR PACKAGE =-

e, fr, es, it, nl)

uncrackable key)

In the next figure, is explicit the Bitcoin address, who send the package’s
price and email to contact, in that you must be declared:

e Chosen package

e Your bitcoin address used to send money

e Your own Bitcoin address to receive money from your Clients

e Your price to receive from your Clients

e Your email address to get contacted from your Clients

e |f you want to keep track of IPs of your Clients ( enabled by default )
e Optional additions
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-= HOW TO BUY =-

Send the Package's price to following Bitcoin address: 1HYFm8TSupqdXeT8FUCZzy33jPTDKcNZZR
Write us an email to h4group@airmail.cc telling us:

- Chosen package
- Your Bitcoin address used to send us money

- Your own Bitcoin address to receive money from your Clients
- Your price to r e from your Clients (ie. 0.20 btc)

- Your email addre get contacted from your Clients
- If you want to keep track of IPs of your Clients (enabled by default)
- Optional additions

Wait until we check your payment
You will receive an email with 2 links:

- The first one with your files (Ransomware + Decrypter)
- The second one with your C&C Dashboard

In the next figure is shown the Ransomware Decrypter, used by the victims to
decrypt files with the key sent by the criminals once they have paid the
ransom. Pressing the “decrypt my files” button, the decryption process of files
starts.

.= sresernrrs ol Fyd But My D 7dDEn SYGjQHIc L 1heeShZ2ow Swogvwoed 2omd

After You Press Decrypt Button
Wait Until "Process Ended” Appears

Files Encrypted: 8293

Files Decrypted: 8293

EarthRansomware

Another RaaS platform is earthRansomware, the following page shows home
page of the site, customers can login in the platform after buying their
personal ransomware contacting EarthRansomware team by email.
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Username

Enter Username

Password

Enter Password

Sign In )

Forgot Password ]

No sign up button? That's because you have to buy Earth
Ransomware first.
If you want to buy Earth Ransomware contact us on this Email
bitcoinhello@secmail.pro. You can also read more about the
Ransomware here on the website.

The web site included a session that provided step by step tutorial for
services.

How The Ransomware Works

This guide will teach you how you use the ransomware along with
it's editor. There will also be provided pictures so you can see it for yourself
The pictures thal are provided is uploaded to dropbox.com. There will be links of that in the
bottom of this text
So how dees the editor work. Well first of you download it and install it on your system. Then
you run it, you will
be presented with a sign in page. You use your username and password, that one of our
sellers sold you. Once you are in it's pretty
simple, just plug in the information and create a new ransomware. It will now have created an
exe file that you can share around
Please don't ever push on that .exe file, because then you will risk that your own computer
will be infected with the ransomware.

This type of ransomware is classified as encryption ransomware, it means that it encrypts the
victims important files(Making them inaccessible)
The victim has to pay up to get their important files back again. What you can do when you
are trying to deploy the ransomware is that

huge profit for you as the individual user of this service
If you have anything you want to have answered, please don't hesitate contacting us on this
mail bitcoinhello@secmail pro

Login Screen
Create Ransomware

Complete

Return To Homepage

Unlike the previous RaaS, this one offers the fixed-rate service at the price of
0.3 BTC. When the customer pays the quote to the bitcoin address indicated
in the mail, he obtains his credentials to enter in the personal section.

E CSE CyberSec Enterprise SPA

Via Giovanni Battista Martini, 6, Roma, Italia
Email: info@csecybsec.com
Website: www.csecybsec.com



e To Price

Price

Cur price for our ransomware service is 0.3 BTC(one time payment), if that sounds like a lot,
imagine you could infect anyone and keep using cur ransomware service, you are going to
make much more than that.

‘Your payment has to be send in bitcoins to a bitcoin address that are issued just for you when
you are online with a seller.
ou will receive the address to pay your bitcoins to and then you will recieve an account, with
username and password.

We are doing this to avoid scams and such, so a person can't make their own account and
pay automatically, it will all happen
with one of our sellers. You will also be able to ask guestions over chat when the seller and
client are trading

In this area of the site, users can customize their ransomware setting:

¢ Amount of bitcoins you require

e Your email address

e First payment deadline — Last payment deadline
e Bitcoin address

Account
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Once infected a system, the malware will show the ransom note notifying
victims the deadline for the payment and instructions to pay the ransom.

Decrypt

Redfox ransomware

Redfox is singular Ransom-as-a-service platform because differently to the
others it is hosted on the Clearnet. This ransomware, according the
description provided by the developing team, is the most advanced and
customizable malware. RedFox encrypts all user files and shared drives
using the BlowFish algorithm.

The webpage says that the Command and
Control, which is hosted in the Tor network,
allows users to choose the ransom amount, the
payment mode, payment deadline, personalize
the ransom note and other technical features.
The RaaS allows its customers to choose the
usage of binders, packers and crypters to
guarantee anti-analysis of the sample.

The website does not contain examples or
tutorials about the command and control usage, however users can pay and
download all the stuff needed to build up the criminal infrastructure.
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) RedFox Ransomware sign in F'sign up

We are glad you decided to purchase RedFox ransomware fully coded by our professional SigmaTeam. Satan will encrypt
all data present on the infected computer and ask for Bitcoin ransom. Payment is fully automated. Hope you will like it:)

B RedFox.zip 34.95MB download file ¥

Buy for 0.1 BTC

sigmateam. We are not responsible for upl
directly to file uploader, we can't provide any re

ryptacoins

©2018 SatoshiBox - Terms of service - Change language - & Report Abuse

Createyourownransomware

A totally-free platform, found in the darknet, is Createyourownransomware, its
website allows users to download a ready-to-go ransomware filling only 3
boxes in a form:

¢ the Bitcoin address in which you want to receive your “money cut’
e the ransom amount
e a simple captcha.

The “money cut” corresponds to 90% of the ransom amount, the remaining
amount is the fee that RaaS administrators keep for them to provide the
service.
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Create new ransomware

Bitcoin address for receiving your cut.
Ransom. Minimal ransom is 0.01 BTC. Maximum is 1 BTC

Please enter captcha.

KB

GET YOUR RANSOMWARE!

What is this?

This is ransomware. Once launched on the computer it will encrypt files and demand ransom
Other features of the service

- No registration required.

- Ransom from 0.01 BTC to 1 BTC

- Automatic payouts.

How can | earn money with it?

Create it using the form on top of the page and spread it. Once someone pays the ransom you will get part of the paid money(90%). Please note that

we take 10% commsion from paid ransoms.

Contacts and support

Once the users have filled the form, the platform will instantly build a new
sample and show the link to download the malware. Furthermore, a second
webpage shows some statistics about the ransomware campaign, such as
the number of infected machines and the number of the paid ransoms.

The user interface of the RaaS, unlike the previous platforms, is very minimal
and provides only a few features.
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Ransomware

Info

Ransom amount: 0.6000000000
Address for your cut: 1F

Download ransomware:

Statistics

Total installs: 0

Total ransoms paid: 0

FAQ

Can | reduce the size of the excutable?

Yes, use executable packers. Good one is UPX( )

Contacts and support

XMPP: example@example.com

Datakeeper

Datakeeper, along with GandCrab and Saturn, is one the most recent RaaS
platforms appeared in the threat landscape. The ransomware created through
these platforms infected many machines at the beginning of the 2018
demonstrating the increasing interest in the use of the Ransomware-as-a-
Service platforms. Currently, only Datakeeper service was not blocked by law
enforcement.

When users register at the website, they can configure their ransomware by
choosing a set of features. This platform seems to be one of the more
completed because it allows to specify which extension of the files to encrypt.
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Get program
Member area p 9

Exit You must set extended parameters here.

Instructions

1. Set parameters.

2. Click "Compile”.

3. When task is finished, hyperlink was created in "Last compilations" block.
4. Get decryptor from "Member area” -> "Additional files" (if you need this).

Additional file: . Browse

Extensions: 3fr;7z;accdb;ai;apk;archee;arw;asset;avi;bar;bay;bc 2
6;bc7;big;bik;bkf;bkp;blob;bsa;cas;cdr;cer;cfr;cr2; I

crt;crw;css;csv;d3dbsp;das;dazip;dbe;dba;dbf;dbf;dc
r;der ;desc;dmp;dng;doc; docm; docx; dwg; dxg; epk;eps;er
f;esm; ff;flv;forge; fos; fpk; fpt; fsh;adb; gho; hkdb; hkx
;hplg;hvpl;ibank;icxs;indd;itdb;itl;itm;iwd;iwi;jpe

Try encrypt subnet's shares:

Show “run as admin” dialog:

Try self-running on remote
machines:

"‘Lu)[ compilations

2738

Enter captcha text: 25918 .

Datakeeper team holds 0.5 bitcoin as service fee for each infection.

Member area

Get program
Additional files You must set extended parameters here.
Exit Instructions
1. Set parameters ("Pay once (BTC)" as much as you would like get once from your victims. “Your award" =
“Pay once (BTC)" * "Award part").
2. Click "Save".

3. Ifyou set parameters first time, wait about few seconds until generating unique data.
4. If success, click "Get program” in left menu.

Personal account id: BC586EF5-7F5C-44E0-8211-BFB9948605EC

E-mail:

~Change password (leave blank if you do not need change)
Password:

Password confirm:

Pay once (BTC): 0.03000000 *min: 0.03000000 BTC
Award part: 0.500000

Balance: 0.00000000

Victims count/payed: 0/ 0

Your BTC address:

Give me my money: *BTC address required

Question: ( a
v

Answer: ( a
v
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In the “Additional files” section, users can download the utility to decrypt the
ciphered files.

Files
Member area
This page contains additional files.

List of files

1. decryptor.zip

The following figure shows an example ransom note dropped on the victim’s
machine.

E‘ CSE CyberSec Enterprise SPA

Via Giovanni Battista Martini, 6, Roma, Italia
Email: info@csecybsec.com
Website: www.csecybsec.com




