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B. Our Human Rights Vision & Strategy: 
The Meta Human Rights Policy and Our Theory of Change

I .  BACKGROUND

Meta’s mission — to give people the power to build 
community and bring the world closer together — is 
strongly aligned with human rights principles. Our 
mission guides how we work, what we prioritize, and 
which principles we use to make decisions. In this 
sense, our mission is inherently, closely associated 
with the values and rights of the Universal 

Declaration of Human Rights, as well as the many 
treaties, practices, and norms that succeeded it. We 
strive for a world where businesses respect rights, 
governments protect rights, and people prosper.

Simply put — we seek to translate human rights 
guidance into meaningful action, every day.
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•	 The United Nations Guiding Principles on Business and Human Rights (UNGPs)
•	 The International Bill of Human Rights (the Universal Declaration of Human Rights; 
    the International Covenant on Civil and Political Rights; the International Covenant on Economic, 
    Social and Cultural Rights);
•	 The International Labour Organization Declaration on Fundamental Principles and Rights at Work;
•	 The International Convention on the Elimination of All Forms of Racial Discrimination; 
•	 The Convention on the Elimination of All Forms of Discrimination Against Women; 
•	 The Convention on the Rights of the Child; 
•	 The Convention on the Rights of Persons with Disabilities; 
•	 The Charter of Fundamental Rights of the European Union; 
•	 The American Convention on Human Rights; 
•	 The Global Network Initiative (GNI) Principles on Freedom of Expression and Privacy, 
   and their associated Implementation Guidelines;
•	 The OECD Principles on Artificial Intelligence; and
•	 The UN Declaration on Human Rights Defenders. 

We recognize that the universal obligation of non-discrimination is a necessary — but not 
sufficient — condition for real, lived, equality. 

We strive to respect domestic laws. When faced with conflicts between such laws and our  
human rights commitments, we seek to honor the principles of internationally recognized human 
rights to the greatest extent possible. In these circumstances we seek to promote international 
human rights standards by engaging with governments, and by collaborating with other 
stakeholders and companies.

Our commitments:  In the Human Rights Policy, we recognize:

I. BACKGROUND
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A. How Meta Identifies its Salient Risks

Meta uses a thorough human rights assessment 
process to identify salient risks in a given or 
particular context. Drawing on these assessments 
— as well as our ongoing day-to-day human rights 
due diligence — we established an initial list of 
salient human rights issues. 

We commit to conducting a company-wide salient 
risk analysis in the near future and reporting on it 
in a forthcoming annual report. 

As the Key Concepts section of the Interpretive 
Guide to the UNGPs clarifies:

The most salient human rights for a business 
enterprise are those that stand out as being 
most at risk. This will typically vary according 
to its sector and operating context. The Guiding 
Principles make clear that an enterprise should
not focus exclusively on the most salient human 
rights issues and ignore others that might arise. 
But the most salient rights will logically be the 
ones on which it concentrates its primary efforts.

II.  META’S SALIENT RISKS
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I. Protecting Users from Unlawful or Overbroad Government Data Requests

The salient risk of government overreach and 
abuse in demanding user data from private 
technology companies was the starting point of 
Meta’s human rights journey. The salience of this 
risk has not diminished over time. In compliance 
with the GNI Principles, and our commitment 
to the UNGPs, we conducted human rights 
due diligence to develop an approach for our 
responses to government demands for user data. 

As set out in Facebook’s Data Policy, and 
guidelines for Law Enforcement, we scrutinize 
every government request we receive, no 
matter which government makes the request. 
There are many legitimate and lawful reasons 
why governments request information from 
social media companies: international criminal 
investigations, anti-terrorism work, prevention of 
child sexual abuse and other efforts intended to 
protect the lives, security and rights of people in 
their countries. We respond to such requests for 
information that are consistent with internationally 
recognized standards on human rights, including 
due process, and the rule of law. When we do 

comply, we produce only the information that is 
narrowly tailored to that request. If we determine 
that a government request is not consistent with 
applicable law or our policies, or unlawful (for 
example, overly broad, or legally deficient in any 
way), we will push back.

We do not provide governments with “back doors” 
to people’s information and we would challenge 
any order that sought to have us redesign our 
systems to undermine the encryption we provide 
to protect people’s data, or any attempt to gag 
us from disclosing the existence of such an order 
and our efforts to fight it. For example, Facebook 
and WhatsApp paused — on human rights 
grounds — all data disclosure to the Hong Kong 
government after the passage of the National 
Security Law in 2020.

We “show, not tell,” by regularly publishing 
transparency reports that set out, by country, the 
number of government requests we have received 
and the proportion of requests for which some 
data was produced. 

The salient risk of government overreach 
and abuse in demanding user 

data from private technology companies 
was the starting point of 

Meta’s human rights journey.
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Growing out of the civil rights audit, the Meta  
Civil Rights Team has grown to include people 
with expertise spanning hate crimes, voting 
rights, counterterrorism, immigration, national 
security, law enforcement, product inclusion, 
algorithmic fairness and transparency.   

As this team continues to advance civil rights 
and liberties, it does so in partnership with the 
Human Rights Policy Team. Meta is committed 
to continuing to build with the values of justice, 
equity, dignity, and safety in mind.

Product: Meta aims to advance our priority of doing good and causing no harm by 
creating product review approaches and guidance tools aimed at prioritizing protected 
classes and protecting systemically and historically marginalized communities.

Policy & Enforcement: Meta works to surface civil rights concerns on the front end 
of policy development and enforcement decisions and ensure a more diverse and 
inclusive engagement process.

Technology: It is Meta’s responsibility to help instill civil rights best practices 
throughout the company with regard to artificial intelligence, machine learning,  
virtual and augmented reality, and emerging technologies, and lead engagement  
with external technology experts. 
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Meta is opposed to all forms of human trafficking, 
slavery, servitude, forced or compulsory labor, 
and all other trafficking-related activities. We 
are committed to respecting all applicable 
international human rights standards, labor and 
employment laws, rules, and regulations, and to 
working to mitigate the risks of modern slavery 
and human trafficking in our business operations 
and supply chains. We manage labor, human 
rights, and environmental risks in our supply chain 
through our Responsible Supply Chain (RSC) 
program. We collaborate and share ideas with the 
broader industry and global community to update 
and develop solutions that promote best practices 
for a responsible supply chain, and to that end we 
are members of the Responsible Business Alliance 
and the Responsible Labor Initiative.

We require all personnel be trained on and comply 
with our Code of Conduct, which affirms our 
commitments to human rights and prohibits 
violations of law, including labor and employment 
laws. Meta requires that priority suppliers, which 
are identified using a risk-based methodology, 
conform with all of the standards on labor, health 
and safety, the environment, business ethics, 
and the establishment of management systems 
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in accordance with the Responsible Business 
Alliance (RBA) Code of Conduct, which includes 
standards related to indicators of modern slavery 
and human trafficking.  

We verify supplier conformance with RSC policies 
and standards through continuous dialogue, 
independent audits and assessments, corrective 
action plans, worker surveys, and other forms of 
assurance. Any non-conformances identified are 
actively addressed through our corrective action 
and key performance indicator programs. We 
regularly assess and track the effectiveness of our 
actions taken in mitigating the associated risks of 
modern slavery and human trafficking. We strive 
to improve year-on-year; every year we publish a 
refreshed/new statement to demonstrate progress 
and strengthening of our program efforts.

As noted, Meta strongly opposes the abuse of 
our family of apps and platforms to facilitate any 
form of human exploitation. At the core of our 
strategy, we continually update and refine our 
policies to ensure we are keeping up with salient 
human rights risks related to how abuse tactics 
change over time. 

Strategic partners include: 
National Center for Missing and Exploited Children, International Center for Missing  
and Exploited Children, Internet Watch Foundation, ECPAT, Polaris, Stop the Traffik,  
and Meta’s Expert Advisory Group

F. Anti-Slavery and Human Trafficking

We implemented new in-product features to 
raise awareness of trafficking, deter violating 
behavior, and offer support to victims. 
One example is our search redirection that 
detects when people search for potentially 
violating keywords and delivers a custom 
deterrence message. We are increasing our 
investments and our ability to identify the illicit 
actors, networks, organizations, and businesses 
that perpetrate these activities and disrupt 
them accordingly. 

We collaborate with global NGOs to create 
educational campaigns, provide resources and 
assist victims and survivors of human trafficking. 
We organize internal training, and events to raise 
awareness of human exploitation amongst 
our employees. 

We continually seek to expand and refine our 
understanding of emerging salient risks related 
to human exploitation as we amend and update 
our enforcement guidelines.
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http://www.iwf.org.uk/
https://ecpat.org/
https://polarisproject.org/
https://www.stopthetraffik.org/


https://www.facebook.com/business/m/election-integrity
https://about.fb.com/wp-content/uploads/2020/12/US-2020-Elections-Report.pdf
https://about.fb.com/news/2021/10/protecting-us-2020-elections-inauguration-day/
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•	 Implemented proactive detection to surface 
    content containing certain keywords/phrases 
    associated with hate, misinformation, and 
    other harms for further review.
•	 Introduced a third-party fact-checking 
    program in Myanmar as part of our ongoing 
    integrity efforts to reduce the spread of 
    misinformation and improve the quality of the 
    news people find online. 
•	 Directed people to authoritative sources of 
    election information, where they could learn 
    how to check voter lists, as well as voting 
    times and locations, including Union Election 
    Commission, Vote MM and First Time Youth 
    Voters for 2020.
•	 Trained civil society organizations and 
    reporters on journalist safety, media and digital 
    literacy, as well as Meta’s policies and third-
    party fact-checking programs. As part of this 
    effort, we held a monthly television talk-show on 
    digital literacy called Tea Talks, that focused on 
    issues like online bullying and account security. 
•	 Introduced tools to newsrooms in Myanmar 
    such as CrowdTangle, a public insights tool 
    that makes it easy to follow, analyze and report 
    on what’s happening with public content on 
    social media.
•	 Identified and disrupted six networks engaging 
    in Coordinated Inauthentic Behavior in 
    Myanmar. These networks of accounts, Pages 
    and Groups were masking their identities to 
    mislead people about who they were and what 
    they were doing by manipulating public 
    discourse and misleading people about the 
    origins of content.

02. Myanmar Election 2020

Having identified Myanmar as high priority 
and high risk in advance of its November 2020 
election, Meta created a multi-disciplinary 
planning team with a human rights presence 
to help identify, prevent or mitigate key salient 
human rights risks. Meta also took steps 
to prepare for the election, including:

•	 Stood up a dedicated Integrity Product 
    Operations Center with 24/7 coverage during 
    the election to respond to risks and on/offline 
    developments in real-time.
•	 Expanded our misinformation policy in 
    Myanmar in an effort to help combat voter 
    suppression, and help support the integrity 
    of the electoral process, including working 
    with local partners to remove verifiable 
    misinformation and unverifiable rumors (e.g., 
    posts falsely claiming a candidate is a Bengali, 
    not a Myanmar citizen, and thus ineligible). 
•	 Required all electoral and political ads in 
    Myanmar have a “Paid for by” disclaimer 
    attached to them to show the organization or 
    person behind the ad. 
•	 Worked with partners in Myanmar to verify 
    official Facebook Pages of political parties 
    and candidates.  
•	 Worked with civil society partners to surface 
    and rapidly review potentially harmful content, 
    including misinformation that could lead to 
    offline harm, veiled threats, and hate speech.
•	 Introduced an Image Context reshare product 
    which provided people using the platform in 
    Myanmar with additional context before they 
    shared images that were more than a year old 
    and could be potentially harmful or misleading. 
•	 Introduced a new feature that limits the 
    number of times a message can be forwarded 
    to five. This safety feature was made available 
    on Messenger in Myanmar in 2020. 
•	 Utilized hate speech classifiers to proactively 
    detect probable hate speech in Burmese 
    and either demote, route for human review, 
    or automatically delete depending on 
    confidence level.

https://about.fb.com/news/2020/09/additional-steps-to-protect-myanmars-2020-election/
https://about.fb.com/news/2020/09/additional-steps-to-protect-myanmars-2020-election/


https://about.fb.com/news/2021/12/metas-human-rights-work-philippines/
https://about.fb.com/news/2021/12/metas-human-rights-work-philippines/
https://about.fb.com/wp-content/uploads/2021/12/Meta-Response_Philippines-Human-Rights-Impact-Assessment.pdf
https://about.fb.com/news/2022/04/philippines-2022-general-election/
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H. COVID-19

The world has suffered immense health and 
human rights consequences since COVID-19 
was declared by the WHO to be a Public Health 
Emergency of International Concern (PHEIC) in 
January of 2020.

Throughout the reporting period, Meta mobilized 
to support public health, amplify authoritative 
information, connect users to essential services, 
as well as assist relevant agencies in their life-
saving work. Three areas of Meta’s COVID-19 
response are particularly relevant to this report: 
(1) emergency due diligence, (2) content policy 
due diligence, and (3) additional actions to 
support the right to health.9

In 2021, we also produced a detailed white paper 
summarizing actions Meta took to support effective 
COVID-19 response while protecting privacy.

I .  APPLYING RELEVANT POLICIES

09.	 Further details of Meta’s COVID response are available at our Responding to 
         COVID 19 site, and on the newsroom

https://www.who.int/publications/m/item/covid-19-public-health-emergency-of-international-concern-(pheic)-global-research-and-innovation-forum
https://about.fb.com/wp-content/uploads/2021/04/A_Retrospective_-Protecting_Privacy_in_our_COVID-19_Initiatives.pdf
https://about.facebook.com/actions/responding-to-covid-19/
https://about.facebook.com/actions/responding-to-covid-19/
https://about.fb.com/news/tag/health/


https://ai.facebook.com/blog/using-ai-to-detect-covid-19-misinformation-and-exploitative-content/
https://about.fb.com/news/2020/04/covid-19-misinfo-update/
https://about.fb.com/news/2020/04/covid-19-misinfo-update/
https://about.fb.com/news/2020/04/covid-19-misinfo-update/
https://about.fb.com/news/2020/12/coronavirus/
https://www.icj.org/wp-content/uploads/1984/07/Siracusa-principles-ICCPR-legal-submission-1985-eng.pdf
https://www.icj.org/wp-content/uploads/1984/07/Siracusa-principles-ICCPR-legal-submission-1985-eng.pdf
https://transparency.fb.com/policies/community-standards/misinformation/
https://transparency.fb.com/policies/community-standards/misinformation/
https://www.facebook.com/help/230764881494641
https://www.facebook.com/help/230764881494641
https://www.facebook.com/help/instagram/477434105621119/
https://www.facebook.com/help/instagram/477434105621119/
https://help.instagram.com/697825587576762?helpref=faq_content&fbclid=IwAR0ttn8F5dp28qU1cYd-16xjbuMal2nVcizfNZRYv1SFmeBwifgKofO3WKE
https://help.instagram.com/697825587576762?helpref=faq_content&fbclid=IwAR0ttn8F5dp28qU1cYd-16xjbuMal2nVcizfNZRYv1SFmeBwifgKofO3WKE


https://about.fb.com/news/2021/07/support-for-covid-19-vaccines-is-high-on-facebook-and-growing/
https://about.fb.com/news/2021/02/reaching-billions-of-people-with-covid-19-vaccine-information/
https://dataforgood.facebook.com/dfg/covid-19
https://about.fb.com/wp-content/uploads/2021/04/A_Retrospective_-Protecting_Privacy_in_our_COVID-19_Initiatives.pdf
https://about.fb.com/wp-content/uploads/2021/04/A_Retrospective_-Protecting_Privacy_in_our_COVID-19_Initiatives.pdf
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Conducting Human Rights 
Due Diligence and Disclosure

I I .

Due diligence is the second core pillar of Meta’s 
Human Rights Policy. Pursuant to the UNGPs, we 
endeavor to (a) assess actual and potential human 
rights impacts; (b) take appropriate action and 
implement findings; (c) monitor implementation; 
and (d) communicate how impacts are being 
addressed. We seek to identify vulnerable or 
marginalized groups and engage, meaningfully, to 
listen to concerns, and create solutions. As part 
of our “show, not tell” ethos, we have sought to 
demonstrate meaningful transparency in our due 
diligence exercises. 

In this section, we detail examples of the 
innovative approaches to diligence that we have 
operationalized, as described earlier:

1.	 Human rights impact assessments of 
      specific countries, product initiatives, or 
      strategic initiatives;
2.	 Integrated analytical approaches embedding 
      UNGP prioritization criteria; and
3.	 Rapid salience analyses to support crisis 
      situations, real-time content policy feedback, 
      and product decision-making. 

As the UNGPs were only approved by the UN 
Human Rights Council in 2011, the field of human 
rights due diligence is nascent, with rapidly 
evolving methodologies and best practices. 
For social media companies like Meta, whose 
products, scale of operations and impact are 
also evolving at a dramatic pace, the challenge of 
iterating methodologies capable of identifying 
salient risks and developing meaningful 
recommendations is considerable.



https://about.fb.com/news/2018/11/myanmar-hria/
https://about.fb.com/news/2018/11/myanmar-hria/
https://about.fb.com/news/2020/05/human-rights-work-in-asia/
https://about.fb.com/news/2020/05/human-rights-work-in-asia/
https://about.fb.com/wp-content/uploads/2020/05/Indonesia-HRIA-Executive-Summary-v82.pdf
https://about.fb.com/wp-content/uploads/2020/05/Sri-Lanka-HRIA-Executive-Summary-v82.pdf
https://about.fb.com/wp-content/uploads/2020/05/BSR-Facebook-Cambodia-HRIA_Executive-Summary2.pdf
https://about.fb.com/wp-content/uploads/2021/03/FB-Response-Indonesia-HRIA.pdf
https://about.fb.com/wp-content/uploads/2021/03/FB-Response-Sri-Lanka-HRIA.pdf
https://about.fb.com/wp-content/uploads/2021/03/FB-Response-Cambodia-HRIA.pdf


https://about.fb.com/wp-content/uploads/2021/12/Meta-Response_Philippines-Human-Rights-Impact-Assessment.pdf
https://about.fb.com/wp-content/uploads/2021/12/Meta-Response_Philippines-Human-Rights-Impact-Assessment.pdf
https://about.fb.com/wp-content/uploads/2021/12/Meta-Response_Philippines-Human-Rights-Impact-Assessment.pdf
https://about.fb.com/wp-content/uploads/2021/12/Meta-Response_Philippines-Human-Rights-Impact-Assessment.pdf
https://about.fb.com/wp-content/uploads/2021/12/Meta-Philippines_HRIA_Executive-Summary_Dec-2021.pdf


https://www.humanrights.dk/sites/humanrights.dk/files/media/document/Phase%205_Reporting%20and%20Evaluation_ENG_accessbile.pdf
https://foleyhoag.com/






https://about.fb.com/news/2021/12/metas-approach-to-safer-private-messaging/
https://about.fb.com/news/2021/12/metas-approach-to-safer-private-messaging/
https://transparency.fb.com/policies/community-standards/coordinating-harm-publicizing-crime/
https://transparency.fb.com/data/content-restrictions/country/IN/
https://transparency.fb.com/
https://www.whatsapp.com/legal/india-monthly-reports
https://resiliencyinitiative.org/
https://counterspeech.fb.com/en/initiatives/redirect/
https://counterspeech.fb.com/en/initiatives/redirect/


https://about.fb.com/news/2019/03/vision-for-social-networking/
https://about.fb.com/news/2019/03/vision-for-social-networking/
https://about.fb.com/news/2022/04/expanding-end-to-end-encryption-protects-fundamental-human-rights/
https://about.fb.com/wp-content/uploads/2022/04/E2EE-HRIA-Meta-Response.pdf


https://www.bsr.org/reports/bsr-meta-human-rights-impact-assessment-e2ee-report.pdf
https://about.fb.com/wp-content/uploads/2022/04/E2EE-HRIA-Meta-Response.pdf




https://about.fb.com/news/2021/09/introducing-ray-ban-stories-smart-glasses/
https://about.fb.com/news/2021/09/introducing-ray-ban-stories-smart-glasses/
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D. Integrated Analytical Approaches

As part of our broader human rights due diligence 
efforts, we put into practice various integrated, 
analytical approaches that help us comprehend 
our most salient risks.

I I .  CONDUC TING HUMAN RIGHTS DUE DILIGENCE AND DISCLOSURE

01. Countries At Risk 

As we note in Section 02 of our Human Rights Policy,

prioritizing countries with the highest risk of 
offline harm and violence, every six months. 
To assess long-term conditions on the ground, 
a cross-functional team of data scientists, 
political scientists and regional experts review 
quantitative and qualitative data twice a year 
drawn from over 60 sources including Varieties 
of Democracy (V-Dem), Uppsala Conflict Data 
Program, the United States Holocaust Memorial 
Museum’s Early Warning Project, the Armed 
Conflict Location & Event Data Project, and the 
World Bank. This data can include information 
regarding civic participation and human rights, 
societal tensions and violence, and the quality of 
relevant information ecosystems.

In identified countries (and priority elections), 
we take a more customized comprehensive 
due diligence, risk mitigation and response 
approach — acting quickly to initiate the process 
to remove content that violates our policies and 
taking protective measures, including deploying 
country-specific support. Since 2018, this work 
has been led by teams with expertise in human 
rights, hate speech, women and child protection, 
misinformation, and polarization. Many have 
lived or worked in high-risk countries and speak 
relevant languages. 

Beginning in 2019, we developed a human 
rights due diligence process for reviewing and 

“We pay particular attention to 
the rights and needs of users from 

groups or populations that 
may be at heightened risk of becoming 

vulnerable or marginalized.”

https://about.fb.com/wp-content/uploads/2021/03/Facebooks-Corporate-Human-Rights-Policy.pdf
https://about.fb.com/news/2021/10/approach-to-countries-at-risk/
https://about.fb.com/news/2021/10/approach-to-countries-at-risk/
https://www.v-dem.net/
https://www.v-dem.net/
https://ucdp.uu.se/
https://ucdp.uu.se/
https://earlywarningproject.ushmm.org/
https://earlywarningproject.ushmm.org/
https://acleddata.com/#/dashboard
https://acleddata.com/#/dashboard
https://about.fb.com/news/2021/10/approach-to-countries-at-risk/
https://about.fb.com/news/2021/10/approach-to-countries-at-risk/


https://about.fb.com/news/2021/10/approach-to-countries-at-risk/
https://about.fb.com/news/2021/02/an-update-on-myanmar/
https://about.fb.com/news/2021/02/an-update-on-myanmar/


https://www.facebook.com/communitystandards/coordinating_harm_publicizing_crime
https://about.fb.com/news/2021/11/update-on-ethiopia/
https://about.fb.com/news/2018/06/protecting-the-mexican-election/
https://about.fb.com/news/2020/09/additional-steps-to-protect-myanmars-2020-election/
https://twitter.com/ngleicher/status/1428474000611573762
https://about.fb.com/news/2021/02/an-update-on-myanmar/


https://www.facebook.com/help/196419427651178?_rdc=2&_rdr
https://about.fb.com/news/2021/06/how-facebook-is-preparing-for-ethiopias-2021-general-election/
https://www.facebook.com/facebookmedia/blog/a-new-campaign-to-help-spot-false-news


https://about.fb.com/news/2021/05/influence-operations-threat-report/
https://about.fb.com/wp-content/uploads/2022/01/December-2021-Coordinated-Inauthentic-Behavior-Report-2.pdf
https://about.fb.com/wp-content/uploads/2022/01/December-2021-Coordinated-Inauthentic-Behavior-Report-2.pdf
https://about.fb.com/news/2021/12/metas-adversarial-threat-report/
https://about.fb.com/wp-content/uploads/2022/01/December-2021-Coordinated-Inauthentic-Behavior-Report-2.pdf


https://about.fb.com/news/tag/coordinated-inauthentic-behavior/
https://about.fb.com/news/2021/12/metas-adversarial-threat-report/
https://about.fb.com/wp-content/uploads/2021/12/Metas-Adversarial-Threat-Report.pdf
https://about.fb.com/wp-content/uploads/2021/12/Metas-Adversarial-Threat-Report.pdf
https://transparency.fb.com/policies/community-standards/account-integrity-and-authentic-identity/


https://about.fb.com/wp-content/uploads/2021/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf
https://about.fb.com/wp-content/uploads/2021/12/Threat-Report-on-the-Surveillance-for-Hire-Industry.pdf
https://citizenlab.ca/2020/06/dark-basin-uncovering-a-massive-hack-for-hire-operation/
https://www.eff.org/press/releases/saudi-human-rights-activist-represented-eff-sues-spyware-maker-darkmatter-violating
https://blogs.microsoft.com/on-the-issues/2020/12/21/cyber-immunity-nso/
https://www.apple.com/newsroom/2021/11/apple-sues-nso-group-to-curb-the-abuse-of-state-sponsored-spyware/
https://www.commerce.gov/news/press-releases/2021/11/commerce-adds-nso-group-and-other-foreign-companies-entity-list
https://www.technologyreview.com/2021/11/23/1040509/france-macron-nso-in-crisis-sanctions/
https://www.facebook.com/safety/groups/law/guidelines/
https://transparency.fb.com/data/government-data-requests/
https://about.fb.com/news/2021/12/taking-action-against-surveillance-for-hire/


https://about.fb.com/wp-content/uploads/2021/03/Facebooks-Corporate-Human-Rights-Policy.pdf
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://about.facebook.com/code-of-conduct/
https://www.facebook.com/help/1753719584844061/?helpref=hc_fnav
https://oversightboard.com
https://oversightboard.com
https://about.facebook.com/people-practices/harassment-policy/
https://about.facebook.com/people-practices/harassment-policy/
https://transparency.fb.com/
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A. The Oversight Board

enterprises to “establish or participate in 
effective operational-level grievance mechanisms 
for individuals and communities who may be 
adversely impacted [by their operations].” This 
not only makes it possible to “identify adverse 
human rights impacts as a part of an enterprise’s 
ongoing human rights due diligence,” it also 
“makes it possible for grievances, once identified, 
to be addressed and for adverse impacts to be 
remediated early and directly by the business 
enterprise, thereby preventing harms from 
compounding and grievances from escalating.”

For its part, the Meta Human Rights Policy Team 
supported this project by working with colleagues 
on initial due diligence, the Charter, member 
selection, initial referrals, board education, 
training of Meta staff for interacting with the 
board, due diligence on transparency and follow 
up to board recommendations. 

Following Oversight Board decisions, Meta 
started the process of reinstating identical 
content with parallel context in the following 
cases: Uyghur Muslims, Hydroxychloroquine, 
Azithromycin and COVID-19, and a Nazi Quote. 
These actions affect not only content previously 
posted on Facebook and Instagram but also future 
content. For cases where the board upholds our 
judgment, we continue to ensure identical content 
with parallel context remains either up or down, in 
line with the board’s decision. 

The Oversight Board has directly called for 
transparency when circumstances require it, 
and brought in for discussion people critical of 
the company.

I I I .  PROVIDING ACCESS TO REMEDY

14.	  https://oversightboard.com/meet-the-board/

After extensive global consultation, Meta founded 
the Oversight Board in 2020. The Oversight 
Board was born, in part, to respond to concerns 
that Meta needed an independent third party to 
adjudicate violations of its rules, provide policy 
recommendations and address access to remedy. 

The Board consists of experts from a variety 
of cultural and professional backgrounds, chosen 
because they are “experienced at deliberating 
thoughtfully and collegially, skilled at making and 
explaining decisions based on a set of policies 
or principles, and familiar with digital content 
and governance.”14

As its charter makes clear, the purpose of 
the board is to: “[p]rotect free expression by 
making principled, independent decisions about 
important pieces of content and by issuing policy 
advisory opinions on [Meta’s] content policies.”

The independence of the Oversight Board is 
strongly protected by its Charter, its Bylaws, its 
members, and its funding. 

Prior to its launch, Business for Social 
Responsibility completed a Human Rights Review 
of the Oversight Board. This review made a series 
of recommendations, including prioritizing cases 
that present the most severe human rights harms, 
using the UNGP’s scope, scale and remediability 
criteria. The review also recommended that the 
human rights impacts of each case be reviewed, 
and that the human rights principles of legitimacy, 
necessity, and proportionality be used. One 
year later, a follow up human rights review by 
Business for Social Responsibility found that 
“the Oversight Board’s governing documents 
provide an increasingly valuable framework for 
[taking a] human rights-based approach to 
content decisions.”

The Oversight Board plays a critical, industry-
leading role in the fulfillment of Meta’s 
responsibility under the UNGPs to provide 
“Access to Remedy,” which requires business 

https://about.fb.com/news/2021/01/responding-to-the-oversight-boards-first-decisions/
https://about.fb.com/news/2021/01/responding-to-the-oversight-boards-first-decisions/
https://about.fb.com/news/2020/12/oversight-board-selects-case-on-uyghur-muslims/
https://about.fb.com/news/2020/12/oversight-board-selects-case-on-hydroxychloroquine-azithromycin-and-covid-19/
https://about.fb.com/news/2020/12/oversight-board-selects-case-on-hydroxychloroquine-azithromycin-and-covid-19/
https://about.fb.com/news/2020/12/oversight-board-selects-case-on-nazi-quote/
https://oversightboard.com/news/215139350722703-oversight-board-demands-more-transparency-from-facebook/
https://oversightboard.com/news/215139350722703-oversight-board-demands-more-transparency-from-facebook/
https://oversightboard.com/news/1232363373906301-oversight-board-to-meet-with-frances-haugen/
https://oversightboard.com/meet-the-board/
https://oversightboard.com
https://oversightboard.com/meet-the-board/
https://www.oversightboard.com/governance/
https://www.bsr.org/reports/BSR_Facebook_Oversight_Board.pdf
https://www.bsr.org/en/our-insights/blog-view/one-year-on-a-human-rights-review-of-the-oversight-board
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In another example of its focus on transparency, 
when Meta referred to the Board a question 
regarding its restriction of then-US President 
Donald Trump’s access to posting content on his 
Facebook page and Instagram account, the Board 
observed that Meta failed to mention a “cross-
check” system, and that, “Given that the referral 
included a specific policy question about account-
level enforcement for political leaders, many of 
whom the Board believes were covered by cross-
check, this omission is not acceptable.”

The Board, via its case decisions and policy 
recommendations, is defining what a human 
rights-based approach to content means in 
practice, to a level of detail, practical application 
and intellectual rigor, that did not previously exist. 

The Oversight Board publishes a quarterly 
transparency report highlighting its extensive 
efforts adjudicating the most difficult and pressing 
speech issues facing Meta. Cases before the board 
include those submitted by Meta, users or others. 

B. Code of Conduct

Meta’s Code of Conduct sets out guidelines 
for business conduct required of all Meta 
personnel, and is accompanied by multiple 
channels to report concerns or violations, 
and potential remedies. It helps embed 
human rights into our overall governance 
by including respect for human rights 

as a core part of our expectations for all 
Meta personnel. 

The ability to make anonymous reports is covered 
by Meta’s Whistleblower and Complaint Policy. 
Retaliation or intimidation against individuals 
reporting issues in good faith is strictly forbidden.

https://oversightboard.com/news/640697330273796-oversight-board-publishes-transparency-report-for-third-quarter-of-2021/
https://about.facebook.com/code-of-conduct/
https://about.facebook.com/people-practices/harassment-policy/
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The fourth pillar of our Human Rights Policy 
is dedicated to protecting Human Rights 
Defenders, as defined by the UN Declaration 
on Human Rights Defenders, recognizing them  
as a priority group for support and protection. 

We commissioned internal due diligence in 
2019–20, the goal of which was to take a first 
step toward designing a human rights defender 
program, mapping existing work, identifying 
gaps and opportunities, and suggesting possible 
next steps. We then established an internal 
Human Rights Defender working group, which 
has significantly improved communication 
and information-sharing across teams and 
helped to identify gaps, priorities, and potential 
interventions to better support human rights 
defenders. These interventions include steps 
related to safety, security, research, policy 
development, and product or operational support. 

IV.  PROTEC TING HUMAN RIGHTS DEFENDERS

Protecting Human Rights Defenders
IV.

We’re building on our existing work to protect 
defenders’ accounts — efforts that include 
combatting advanced threat actors targeting 
them, protecting them from incorrect content 
removals using Cross-Check, offering advanced 
security options, taking steps to thwart 
unauthorized access to the accounts of defenders 
who are arrested or detained, and partnering 
with human rights organizations on outreach
and training.  

One important workstream has been our work 
on civic actors, who may face higher risks due 
to their contributions to civic affairs, either 
online or offline. These risks include threats to 
privacy, reputation, well-being or physical safety. 
Interventions applied for civic actors include 
harassment monitoring, enhanced account 
security and impersonation takedowns. 

WhatsApp’s end-to-end encryption is widely 
recognized to be essential for the protection 
of human rights defenders and journalists — as 
well for racial and religious minorities, LGBTQ+ 
communities and other disadvantaged groups. 

Engagement with human rights 
defenders (and related UN actors) 
has increased significantly. We are 
driving regular engagement at the 

local and global levels to inform 
our understanding of related risks, 

mitigations, and challenges. Our 
engagements have included digital 

security training for activists 
in a number of countries. 

https://about.fb.com/wp-content/uploads/2021/03/Facebooks-Corporate-Human-Rights-Policy.pdf
https://www.ohchr.org/en/issues/srhrdefenders/pages/declaration.aspx
https://www.ohchr.org/en/issues/srhrdefenders/pages/declaration.aspx
https://about.fb.com/news/2021/12/expanding-facebook-protect-to-more-countries/
https://about.fb.com/news/2021/12/expanding-facebook-protect-to-more-countries/
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